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Broadband-Testing 

 
Broadband-Testing is Europe‟s foremost independent network testing facility and consultancy 
organisation for broadband and network infrastructure products.  
 
Based in the south of France, Broadband-Testing offers extensive labs, demo and conference 
facilities. From this base, Broadband-Testing provides a range of specialist IT, networking and 
development services to vendors and end-user organisations throughout Europe, SEAP and the 
United States.  
 
Broadband-Testing is an associate of the following: 
 
NSS Labs (specialising in security product testing) 
Limbo Creatives (bespoke software development) 
 
Broadband-Testing Laboratories are available to vendors and end-users for fully independent 
testing of networking, communications and security hardware and software.  
 
Broadband-Testing Laboratories operates an Approval scheme which enables products to be 
short-listed for purchase by end-users, based on their successful approval. 
 
Output from the labs, including detailed research reports, articles and white papers on the latest 
network-related technologies, are made available free of charge on our web site at 
HTTP://www.broadband-testing.co.uk 
 
The conference centre in Moux in the south of France is the ideal location for sales training, 
general seminars and product launches, and Broadband-Testing can also provide technical writing 
services for sales, marketing and technical documentation, as well as documentation and test-
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Broadband-Testing Consultancy Services offers a range of network consultancy services 
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 Advestigo P2P Analysis 

© Broadband-Testing 1995-2008   1 

Executive summary 

 

 

 

 With the Advestigo software we were able to quickly scan the Internet globally 

and identify potential copies of original feature films or musical tracks sourced 

from Peer to Peer (P2P) networks. 

 

 Not only did the software discover these copies but it was also able to rate them 

very precisely, according to how accurate a copy of the film or the piece of music 

it was, based on video and/or audio content. 

 

 As part of commercial services, the results are made available through a user-

friendly secure web access giving both permanently refreshed data and easily 

sorted and manageable reports. Given the nature of media content and its related 

industry, the ability to appeal to “non IT savvy” individuals is of real value. 

 

 In this specific „Content Verification‟ testing, the results were clearly displayed in 

an Excel spreadsheet – the only user interfacing required in the whole process - 

meaning the software and service is suitable for any type of customer, IT aware 

or otherwise.  

 

 The service and application is completely scalable. Being based on computational 

power, it is a simple case of matching the search requirements to the correct level 

of hardware. For this project we used a standard, Intel-based server platform that 

you could buy anywhere, so we were not talking “supercomputer” requirements 

here. 

 

 The alternative to using the Advestigo software – some kind of manual search 

process – is not in any sense a realistic alternative. Within the context of our 

tests, we concluded that what might take a company months or years in 

determining copyright issues without Advestigo, is reduced to days or weeks with 

the product.  

 

 Automated monitoring services, but not encompassing content verification 

capabilities, have become more popular over the last few years. However, the 

increasing volume of fake files in circulation makes it compulsory to provide a 

sound and automated „Verified Monitoring Service‟ so that it can be a safe basis 

for litigation or mass deterrence policies. 

 

 A key point about the Advestigo solution is that it takes what, beneath, is a 

complex series of computations and algorithms, and turns it into a simple 

reporting process from a user perspective. 

 

 The bottom line here is that we have a solution to a problem that is potentially 

costing media and content companies tens of millions of pounds and beyond, so 

from an ROI (Return On Investment) perspective, the Advestigo approach makes 

complete sense. 
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introduction: The P2P Content piracy issuei 

For every valid use of IT there is equally an illegal use. 

 

Nowhere is this more evident than in the world of Peer 2 Peer (P2P) networking, 

especially where illegal copying of music and video or film content is concerned. For 

content owners, infringement copyright is a major issue and one that is directly linked 

with the P2P user community. The question is, how practical is it to implement filtering 

similar to keyword or IP blocklists in current P2P software, or are there alternative 

solutions to protecting or identifying copyright infringement? 

 

 

 

Where It All Started 

 

Napster was seen as the starting point for many. However, its architecture - integrated 

with search performed centrally at the Napster server and then downloading on a 

decentralised basis directly between two users – made it easy to monitor.   

 

Peer-to-peer networks have now evolved from this original model to various generations 

of technology. After the centralised Napster-like tools, there was a second generation of 

P2P protocols largely decentralised, like Gnutella (in its first version). The philosophy 

behind this decentralisation was to avoid incurring a court decision condemning a central 

server block, so bringing down the whole network. But decentralised networks are less 

efficient, due the erratic path taken by the messages between the peers. A third 

generation of P2P has appeared, correcting this point with a hierarchy of servers. The top-

most server contains no infringing information per se, while the lowest tier is so replicated 

that it is impossible for a court decision to be made against them.  

 

So this third generation is far more efficient and robust than its predecessor. Several 

evolutions appeared, the most representative P2P protocols of this period being FastTrack 

(Kazaa) and EDonkey. Now, some P2P software is able to bridge these several protocols 

together (one of the first was MLDonkey, where P2P nodes play both the role of both the 

server and the client). Many of the node software variants are able to manage a protocol 

like EMule, Edonkey, AMule, EMule+ and MLDonkey), for the EDONKEY2000 protocol. 

 

It was therefore natural to have P2P nodes that are able to manage several P2P protocols, 

facilitating the diffusion of infringing content across typical Internet user borders, given 

that the majority tend to run one specific software variant. They have their particular user 

habits using one specific protocol, while a minority use software that bridges several 

protocols. The files coming from one protocol are then allowed to be available in another, 

increasing the diffusion effect.  

 

Moving to the fourth generation of protocols, these are mainly oriented towards 

discretion, being anonymous to both the user and the cryptography of the contents. 

Another new tendency appears even stronger, this being the P2P streaming of live events.    
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A significant loss of revenue from online content piracy is damaging the motion picture, 

music, video game and information industries; P2P networks contribute heavily to this 

loss. Meantime, the steady increase in bandwidth and the ease with which media can be 

digitised for convenient distribution is only making the situation worse for the content 

developers and owners.  

 

With in excess of a hundred proprietary and open source software clients in use in the P2P 

world, copyright infringement is now a very complex matter to trace. Some kind of 

manual search is simply not an option; meaning that some kind of automated content 

fingerprinting methodology is the only realistic solution. 

 

The key to fingerprinting on P2P networks is in the use of hash codes. When users 

perform actions such as running searches, attempting downloads or sharing files, P2P 

networks exchange a small amount of information. This data includes file name and hash 

code. While files names can, of course, be the same for different files, the hash code is 

used as a unique file identifier, ensuring that the file requested is the same one received, 

whether from a single user, or thousands of users. But, while this is a common 

methodology, most P2P networks use different hashing algorithms. While small – 100 

characters or less - hash codes have three critical characteristics that can be identified for 

file infringement identifications.  

 

So, at least there are real means of identifying copyright infringement. The question is, 

just how do you monitor the WWW for such infringements? Advestigo believes it has the 

answer, so we will now investigate what the company has to offer and just how successful 

a solution it provides. 
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Advestigo: A Product and Service overview 

Advestigo is in business to provide solutions to the problems of copyright protection and 

creating new content distribution models.  

 

Currently Advestigo offers a range of services such as online surveillance of unlawful 

content distribution, statistical analysis of piracy for specific sectors like the music or 

motion picture industry, or even the installation of end-to-end „graduated response‟ 

solutions. The solutions are designed to protect the rights of authors, producers, editors 

and distributors of protected content, companies that need to protect or measure brand 

image and identity, or agencies that research and track unlawful online content 

distribution. 

 

Advestigo‟s view is that the digital content industry can learn much from statistics that 

measure content popularity, the voluntary or involuntary diffusion of logos or design 

elements, the capacity and geography of Internet radio audiences, and the unauthorised 

reproduction of information available online. Here we are primarily concerned with the 

latter. The company has therefore developed a range of services to measure, monitor and 

combat online piracy (known as AdvestiSEARCH™).  

 

In addition to monitoring the flow of illicit content, Advestigo can also pinpoint the 

machines that are illegally distributing or exchanging files, so an absolute identification 

can be made.  

 

Contrary to the first generation of P2P Monitoring Services, Advestigo puts special 

emphasis to automatically verifying the nature of the content being traded, regardless of 

the name and attributes attached to the file. This allows delivering „Verified Monitoring 

Services‟ that can serve as a robust and sound basis for further litigation or deterrence 

policies. 

 

This combination of services and applications enable Advestigo to perform multiple 

operations, including: 

 

 Obtaining detailed statistics concerning piracy activity on P2P networks. 

 

 Monitoring the unlawful transfer of protected digital content over P2P networks.  

 

 Automatically detecting unauthorised copying or reprocessing of protected 

content. This can lead to direct action or, by using documented evidence to build a 

case, to action in a court of law.  

 

 Creating detailed statistics of the popularity of music works over peer-to-peer 

networks.  

 

Client-specific results from Monitoring Services are made available through a secure 

website, updated in real-time and comprising a number of data filtering and sorting tools.  

 

From a marketing statistics perspective, Advestigo can also help. Content owners can 

track general piracy activity on P2P networks and assess its development. Advestigo is 

able to inform about the top files downloaded by protocol, rights owner, and ISP.  
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Information about total download volumes, nature of P2P protocols used and P2P clients is 

also available. More music is exchanged over P2P networks than anywhere else on the 

Internet but, despite more than 800 million copyrighted music tracks being exchanged per 

month, there are currently no significant marketing statistics for P2P networks.  Advestigo 

can make these statistics available through a secure website. 

 

 

 

 

Advestigo Digital Fingerprint Analysis 

 

The Advestigo „Verified Monitoring Services‟ are based on proprietary, patented 

technology that analyses digital fingerprints, automatically identifying files which are 

partial or complete copies of protected content. 

 

It has been developed to handle text, images, video and audio files. Importantly, it takes 

into account file variations caused by reformatting, compression, Hertzian diffusion, 

reframing, dilution, adding information, and other common factors. It can use existing 

markers such as watermarking, electronic signatures and encapsulation to identify files, 

but these are not essential for digital fingerprint analysis.  

 

The software has been designed to accurately identify modified copies of original contents, 

whatever the type of modification, such as change of format, resizing, cropping or 

blurring. Importantly, the identification process is non-invasive, so the fingerprinting does 

not require any modification of the original content. 

 

By automating these processes, Advestigo has developed fully automated services that it 

claims are capable of efficiently processing large, continuous streams of files exchanged 

over online networks, even when files are poor reproductions of an original. Here we put 

those claims to the test. 

 

 

Dissemination of media contents can occur at several stages of the media product life, 

such as before official release, during theatrical release, or during DVD release life, all of 

which can impact on the profitability of that media. Hence the importance in providing a 

solution for the detection and monitoring of the illicit diffusion of music tracks, movies or 

TV series on peer-to-peer networks.  

 

Advestigo claims it can help determine at exactly what stage of the hacking process the 

supervised digital content is, what are fakes (misleading files with the same filename as 

the original content but which content is very different) and what are real, and collate 

these results into easily analysed statistics that faithfully reflect the real situation of 

copyright infringements.  
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The P2P Test 

For the P2P testing, we ran two series of tests, the first in May 2008 entirely focused on 

illicit copies of movies and the second performed in late August 2008 dedicated to 

benchmarking the technology on musical tracks. 

 

Movies 

As the motion picture section of the test goes, we created seven queries, relating to seven 

specific movie titles that we wanted to identify. These were all well-known releases, 

covering a number of genres from horror, through action and family, to animated. 

 

From this list we then searched across the P2P networks for suspect titles, resulting in the 

detection of over 400 movies in total being offered over P2P networks. Important to 

stress that these 400 variants represented more than 99.9% of the total number of 

uploads corresponding to these movies during the test period, hence being a fully 

comprehensive picture of the variety of copies available. We then downloaded a total of 

more than 300, the remainder proving being unavailable (see below). We then generated 

statistical analysis of these films. This process involved transcoding the films to 

Advestigo‟s format, which then meant we could carry out fingerprint computation of these 

suspect files.  

 

The Advestigo software then carries out a one-to-one comparison of each suspect file with 

the original matching file, meaning over 300 direct comparisons in this particular test. The 

comparison creates a series of data files which can then be uploaded into a custom Excel 

spreadsheet developed by Advestigo in order to make the final analysis as easy as 

possible from what is known as the “Table of Truth”! 

 

The spreadsheet has both summary modes and detailed examination of the comparison 

process, complete with hash codes. 

 

 

Figure 1 – Advestigo Summary Scorecard By Number Of Videos 

The first summary table breaks down the seven films we investigated by number of 

suspects identified, then by a number of different rules. Non-downloaded (non-telechargé) 

files are where the software attempted to downloaded these over an eight day period and 
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failed, perhaps because of too few sources, or being fake files, for example. Sometimes 

these are pushed out by protection agencies as decoy files – typically a hash code with a 

large number of sources. After eight days, Advestigo rules that this now too long a period 

to be a viable option for a standard internet user so the download attempt is stopped. 

 

Non-readable (non lisible) files are those where it is not possible to see the content of a 

file after downloading, with standard tools. Currently Advestigo uses four different 

readers, including Windows Media Player and Apple QuickTime. 

 

Non-processed (non traité) files are those unable to be converted by the system, perhaps 

because it could not be converted to specific, valid formats – for example, where the 

frame rate is not the same in the container versus the content; a metadata issue in other 

words. This can be an issue where software for hacking video streams is used. 

 

True positive and negatives (absolute copies and/or absolutely not) are identified along 

with false positives and negatives. The complete lack of false positives (quite critical in 

terms of not improperly assessing an illegal behaviour) and almost lack of false negatives 

(only one in total) is very reassuring in terms of the ability of the Advestigo software to 

accurately appraise the suspect content. 

 

 

Figure 2 – Advestigo Summary Scorecard By Relative Weighting 

The suspect films are also reported upon in a similar way by relative weighting – a good 

way to quickly see which content is being copied extensively in relation to other content. 

Equally, the suspect files can be studied in more detail, by hash code and at what hour 

they were sourced and compared. 
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Figure 3 – Advestigo Log Comparisons 

So why does the relative quality of a suspect copy vary? The reason why the Advestigo 

software has to extensively compare suspect files against the original is because those 

“copies”can vary enormously in terms of accuracy of video and audio content copying. 

 

For example, copies made directly from a DVD release are far more likely to be accurate, 

high quality copies than those hacked from cinema releases. And then there are deliberate 

fake files to add to the computation. Advestigo has to pull its suspect files from many 

different sources and copy types, hence the scoring system it has introduced to quickly 

identify the level of copy accuracy of a suspect film.  

 

 

Figure 4 – Advestigo Detailed Scorecard 

Scores are therefore an absolute rating of the quality of recognition. Anything above “0” 

means there is some recognition – the exact percentage related to the amount of 

degradation, so the closer to “1” the better quality the copy, “1” being a very good 
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match, but not necessarily an exact 100% replica. For example, it may be an exact 

replica of part of the movie, or near-exact versions in part or completion. 

 

As part of the computation, the Advestigo software generates large amounts of data in log 

and xml files, analysing movies chain by chain and frame by frame. In this way it is 

possible to very accurately identify true positives and negatives, taking into account all 

kinds of variables such as time distortion and cuts.  

 

There are many elements to consider which are not immediately obvious. For example, 

within the P2P community, there is a big movement in taking standard content and 

modifying it to create what are described as new art forms. These may involve radical 

changes in the content, but they still need to be identified. So the complete evolution of 

the content can be monitored and identified. 

 

 

Musical tracks 

In a similar fashion we have selected 33 tracks belonging to different musical genres but 

all highly popular with illegal P2P users. 

Score Benchmark Peer To Peer
This table is calculated automatically

By number of audios
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Searched Artist NA NR NP TP TN FP FN

Bonus Track black eyed peas 3 0 0 0 0 3 0 0

Disco Club black eyed peas 3 0 1 0 2 0 0 0

Red Light u2 2 0 2 0 0 0 0 0

Ba Bump black eyed peas 1 0 0 0 0 1 0 0

They Don't Want Music black eyed peas 3 0 2 0 1 0 0 0

Gone Going black eyed peas 8 0 4 0 4 0 0 0

Stay The Night carey mariah 4 0 1 0 2 1 0 0

Mine Again carey mariah 6 0 2 0 4 0 0 0

Shining from heaven Bob Sinclar 1 0 0 0 1 0 0 0

Say Something carey mariah 9 0 4 0 1 4 0 0

Union black eyed peas 4 0 0 0 2 2 0 0

Can't Take That Away carey mariah 4 0 1 0 3 0 0 0

Get Your Number carey mariah 13 0 3 0 10 0 0 0

Be Here To Love Me jones norah 8 0 1 0 7 0 0 0

Don't Miss You At All jones norah 6 0 1 0 5 0 0 0

In The Morning jones norah 9 0 3 0 6 0 0 0

The First Time u2 6 0 0 0 6 0 0 0

All I Want Is You u2 9 0 0 0 7 2 0 0

Pump It black eyed peas 9 0 3 0 6 0 0 0

Like That black eyed peas 8 0 2 0 3 3 0 0

If You Wear That Velvet Dress u2 2 0 0 0 2 0 0 0

Surrender ? u2 10 0 0 0 2 8 0 0

Justify My Love madonna 8 0 1 0 3 3 0 1

Exit u2 6 0 0 0 6 0 0 0

Live To Tell madonna 10 0 0 0 9 1 0 0

The Fly u2 10 0 0 0 9 1 0 0

Two Hearts Beat As One u2 6 0 0 0 4 1 0 1

Do You Feel Loved ? u2 4 0 0 0 4 0 0 0

Red Hill Mining Town u2 3 0 0 0 3 0 0 0

Amora, amor Bob Sinclar 2 0 0 0 2 0 0 0

Heartbreaker carey mariah 0 0 0 0 0 0 0 0

Last Night A Dj Saved My Life carey mariah 0 0 0 0 0 0 0 0

Beautiful Stranger madonna 11 0 0 0 11 0 0 0

Total 188 0 31 0 125 30 0 2  

The suspects downloaded here represent between 95 and 100% of the hits measured on 

the P2P. Quite typically, one can notice that the average number of distinct files per 
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original to reach this threshold is significantly less than for movies, i.e. the variability of 

the copies in circulation is lesser. 

If we look closer to what percentage of the total volume of downloads the „missed‟ 

suspects represent, they come to less of a %. 

By relative weighing
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Bonus Track black eyed peas 323 0,0% 0,0% 0,0% 0,0% 100,0% 0,0% 0,0% 100,0%

Disco Club black eyed peas 254 0,0% 98,8% 0,0% 1,2% 0,0% 0,0% 0,0% 100,0%

Red Light u2 2 0,0% 100,0% 0,0% 0,0% 0,0% 0,0% 0,0% 100,0%

Ba Bump black eyed peas 1 0,0% 0,0% 0,0% 0,0% 100,0% 0,0% 0,0% 100,0%

They Don't Want Music black eyed peas 647 0,0% 99,4% 0,0% 0,2% 0,0% 0,0% 0,0% 100,0%

Gone Going black eyed peas 1114 0,0% 82,2% 0,0% 17,1% 0,0% 0,0% 0,0% 100,0%

Stay The Night carey mariah 728 0,0% 97,0% 0,0% 0,4% 1,9% 0,0% 0,0% 100,0%

Mine Again carey mariah 767 0,0% 98,4% 0,0% 0,7% 0,0% 0,0% 0,0% 100,0%

Shining from heaven Bob Sinclar 98 0,0% 0,0% 0,0% 99,0% 0,0% 0,0% 0,0% 100,0%

Say Something carey mariah 1706 0,0% 62,1% 0,0% 4,0% 32,8% 0,0% 0,0% 100,0%

Union black eyed peas 472 0,0% 0,0% 0,0% 2,8% 96,2% 0,0% 0,0% 100,0%

Can't Take That Away carey mariah 582 0,0% 94,2% 0,0% 4,3% 0,0% 0,0% 0,0% 100,0%

Get Your Number carey mariah 879 0,0% 3,2% 0,0% 95,2% 0,0% 0,0% 0,0% 100,0%

Be Here To Love Me jones norah 310 0,0% 51,6% 0,0% 46,8% 0,0% 0,0% 0,0% 100,0%

Don't Miss You At All jones norah 527 0,0% 93,9% 0,0% 4,4% 0,0% 0,0% 0,0% 100,0%

In The Morning jones norah 777 0,0% 91,6% 0,0% 6,4% 0,0% 0,0% 0,0% 100,0%

The First Time u2 296 0,0% 0,0% 0,0% 97,6% 0,0% 0,0% 0,0% 100,0%

All I Want Is You u2 848 0,0% 0,0% 0,0% 91,5% 5,8% 0,0% 0,0% 100,0%

Pump It black eyed peas 497 0,0% 55,5% 0,0% 41,6% 0,0% 0,0% 0,0% 100,0%

Like That black eyed peas 698 0,0% 44,7% 0,0% 49,0% 3,3% 0,0% 0,0% 100,0%

If You Wear That Velvet Dress u2 65 0,0% 0,0% 0,0% 96,9% 0,0% 0,0% 0,0% 100,0%

Surrender ? u2 608 0,0% 0,0% 0,0% 10,0% 86,3% 0,0% 0,0% 100,0%

Justify My Love madonna 1042 0,0% 52,8% 0,0% 37,2% 5,2% 0,0% 1,0% 99,0%

Exit u2 77 0,0% 0,0% 0,0% 96,1% 0,0% 0,0% 0,0% 100,0%

Live To Tell madonna 446 0,0% 0,0% 0,0% 95,1% 0,7% 0,0% 0,0% 100,0%

The Fly u2 231 0,0% 0,0% 0,0% 80,5% 15,2% 0,0% 0,0% 100,0%

Two Hearts Beat As One u2 157 0,0% 0,0% 0,0% 93,6% 1,3% 0,0% 0,6% 99,4%

Do You Feel Loved ? u2 67 0,0% 0,0% 0,0% 95,5% 0,0% 0,0% 0,0% 100,0%

Red Hill Mining Town u2 134 0,0% 0,0% 0,0% 95,5% 0,0% 0,0% 0,0% 100,0%

Amora, amor Bob Sinclar 107 0,0% 0,0% 0,0% 95,3% 0,0% 0,0% 0,0% 100,0%

Heartbreaker carey mariah 594 0,0% 0,0% 0,0% 0,0% 0,0% 0,0% 0,0% 100,0%

Last Night A Dj Saved My Life carey mariah 239 0,0% 0,0% 0,0% 0,0% 0,0% 0,0% 0,0% 100,0%

Beautiful Stranger madonna 1010 0,0% 0,0% 0,0% 95,0% 0,0% 0,0% 0,0% 100,0%

Total 16303  

This means that, while analyzing more than 95% of the available P2P traffic generated by 

as many as 33 different originals, more than 99% of the illicit exchanges of files would be 

properly identified with ZERO FALSE POSITIVES.  
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Summary & Conclusions 

What Advestigo is achieving here, in identifying very accurate levels of quality of copies of 

movies or musical tracks distributed in the P2P environment is far from trivial. 

 

The underlying complexities and scale of task become quickly clear on using the software 

and service. With the Advestigo solution we were able to quickly scan the Internet globally 

and identify potential copies of musical billboard hits or original feature films sourced from 

Peer to Peer (P2P) servers. Not only did the software discover these copies but it was also 

able to rate them very precisely, according to how accurate a copy of the film it was, 

based on video and audio content. 

 

Importantly, the service and application is completely scalable. Being based on 

computational power, it is a simple case of matching the search requirements to the 

correct level of hardware. The alternative to using the Advestigo software – some kind of 

manual search process – is not in any sense a realistic alternative. Within the context of 

our tests, we concluded that what might take a company months or years in determining 

copyright issues without Advestigo, is reduced to days or weeks with the product.  

 

So, here we have a solution to a problem that is potentially costing media and content 

companies tens of millions of pounds and beyond, so from an ROI perspective, the 

Advestigo approach makes complete sense. 

 

 

 

 

                                                 
 


